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• What	is	a	Structural	Operational	Semantics	
• recap	?!?	

• Semantics	of	(untimed)	AWN	
• intuition	
• level-based	approach	
• detailed	sos-rules
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Contents	of	this	Lecture	
What	should	you	have	learnt



AWN:	A	Layered	Approach
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• AWN	(Algebra	for	Wireless	Networks)	
• key	features	
– local	broadcast	
– prioritised	unicast	
– data	structure	
– dynamic	topologies	
– …
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AWN:	A	brief	Recap	
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• Users	
• Network	as	a	“cloud”	

• Collection	of	nodes	
• connect	/	disconnect	/	send	/	receive	
• “parallel	execution”	of	nodes	

• Nodes	
• data	management	
• data	packets,	messages,	IP	addresses	...	
• message	management	(avoid	blocking)	
• core	management	
– broadcast	/	unicast	/	groupcast	...	

• “parallel	execution”	of	sequential	processes

Structure	of	Wireless	Networks	(2)



The	Process	Algebra	AWN	
Structural	Operational	Semantics
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• one	of	the	main	methods	for	defining	the	meaning	in	description	languages	

• system	behaviour	is	represented		
• by	a	closed	term	built	from	a	collection	of	operators	
• the	behaviour	of	a	process	is	given	by	its	collection	of	(outgoing)	transitions	

• formal	definitions	to	be	found	at	the	webpage

7

Structural	Operational	Semantics	(1)	
Overview
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Structural	Operational	Semantics	(2)	
Example

1 Preliminaries

In this paper V = {x1, x2, . . .} and Act are two sets of variables and actions.

Definition 1 A signature is a collection Σ of function symbols f ̸∈ V equipped with a function
ar : Σ → IN. The set TT(Σ) of terms over a signature Σ is defined recursively by:

• V ⊆ TT(Σ),

• if f ∈ Σ and t1, . . . , tar(f) ∈ TT(Σ) then f(t1, . . . , tar(f)) ∈ TT(Σ).

A term c() is abbreviated as c. For t ∈ TT(Σ), var (t) denotes the set of variables that occur in t.
T (Σ) is the set of closed terms over Σ, i.e. the terms p ∈ TT(Σ) with var(p) = ∅. A Σ-substitution

σ is a partial function from V to TT(Σ). If σ is a substitution and S is any syntactic object, then
σ(S) denotes the object obtained from S by replacing, for x in the domain of σ, every occurrence of
x in S by σ(x). In that case σ(S) is called a substitution instance of S. A Σ-substitution is closed

if it is a total function from V to T (Σ).

Definition 2 Let Σ be a signature. A positive Σ-literal is an expression t
a

−→ t′ and a negative

Σ-literal an expression t ̸
a
−→ with t, t′ ∈ TT(Σ) and a ∈ Act. A transition rule over Σ is an expression

of the form H
α with H a set of Σ-literals (the premises of the rule) and α a positive Σ-literal (the

conclusion). The left- and right-hand side of α are called the source and the target of the rule,
respectively. A rule H

α with H = ∅ is also written α. A transition system specification (TSS ),
written (Σ, R), consists of a signature Σ and a collection R of transition rules over Σ. A TSS is
positive if the premises of its rules are positive.

Definition 3 [4] A GSOS rule is a transition rule such that

• its source has the form f(x1, . . . , xar(f)) with f ∈ Σ and xi ∈ V ,

• the left-hand sides of its premises are variables xi with 1 ≤ i ≤ ar(f),

• the right-hand sides of its positive premises are variables that that are all distinct, and that do
not occur in its source,

• its target only contains variables that also occur in its source or premises.

A GSOS language, or TSS in GSOS format, is a TSS whose rules are GSOS rules.

Example 1 The following fragment of CCS has the constant 0, unary operators a. for a∈Act,
binary operators + and ∥, and the GSOS rules below, one for every α ∈ Act and a ∈ A. Here
Act = A

.

∪ {τ} and A = N
.

∪ N with N a set of names and N = {a | a ∈ N} the set of co-names.
The function · is extended to A by a = a.

x1
α

−→ y1

x1 + x2
α

−→ y1

x2
α

−→ y2

x1 + x2
α

−→ y2

a.x1
α

−→ x1

x1
α

−→ y1

x1∥x2
α

−→ y1∥x2

x2
α

−→ y2

x1∥x2
α

−→ x1∥y2

x1
a

−→ y1 x2
a

−→ y2

x1∥x2
τ

−→ y1∥y2

2

The following fragment of CCS (Calculus of Communicating Systems) has the
constant 0, unary operators a. for a 2 Act, binary operators + and k, and the
SOS rules below, one for every ↵ 2 Act and a 2 A Here Act = A [̇ {⌧} (actions)
and A = N [̇ N with N a set of names and N = {a | a 2 N} the set of co-names.
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• defining	equation	

• sequential	process	expressions

9

A	Language	for	Sequential	Processes
syntax

SP ::= X(exp1, . . . , expn) | [']SP | [[var := exp]]SP | SP+ SP |
↵.SP | unicast(dest,ms).SP I SP

↵ ::= broadcast(ms) | groupcast(dests,ms) | send(ms) |
deliver(data) | receive(msg)
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A	Language	for	Sequential	Processes
syntax

X(var1, . . . , varn)
def
= p ,

SP ::= X(exp1, . . . , expn) | [']SP | [[var := exp]]SP | SP+ SP |
↵.SP | unicast(dest,ms).SP I SP

↵ ::= broadcast(ms) | groupcast(dests,ms) | send(ms) |
deliver(data) | receive(msg)
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• defining	equation	

• sequential	process	expressions
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A	Language	for	Sequential	Processes
syntax

X(var1, . . . , varn)
def
= p ,

process	name

SP ::= X(exp1, . . . , expn) | [']SP | [[var := exp]]SP | SP+ SP |
↵.SP | unicast(dest,ms).SP I SP

↵ ::= broadcast(ms) | groupcast(dests,ms) | send(ms) |
deliver(data) | receive(msg)
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• defining	equation	

• sequential	process	expressions
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A	Language	for	Sequential	Processes
syntax

X(var1, . . . , varn)
def
= p ,

process	name

variables

SP ::= X(exp1, . . . , expn) | [']SP | [[var := exp]]SP | SP+ SP |
↵.SP | unicast(dest,ms).SP I SP

↵ ::= broadcast(ms) | groupcast(dests,ms) | send(ms) |
deliver(data) | receive(msg)
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• defining	equation	

• sequential	process	expressions

9

A	Language	for	Sequential	Processes
syntax

X(var1, . . . , varn)
def
= p ,

process	name

variables

sequential	process	expressions

SP ::= X(exp1, . . . , expn) | [']SP | [[var := exp]]SP | SP+ SP |
↵.SP | unicast(dest,ms).SP I SP

↵ ::= broadcast(ms) | groupcast(dests,ms) | send(ms) |
deliver(data) | receive(msg)
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• mandatory	types	
• data	structure	always	contains	the	types	 
 
																																																									and														of	

– application	layer	data,		
– messages,		
– IP	addresses—or	any	other	node	identifiers	
– sets	of	IP	addresses	

• sequential	process	expressions	
• seq.	process	expression				together	with	a	valuation 
determines	state	

• values															associated	to	variables	

10

A	Language	for	Sequential	Processes
mandatory	types	&	valuation	function

DATA, MSG, IP P(IP)

p ⇠

⇠(var) var
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A	Language	for	Sequential	Processes
structural	operational	semantics	(1)

⇠,broadcast(ms).p broadcast(⇠(ms))�����������! ⇠, p

⇠,groupcast(dests,ms).p groupcast(⇠(dests),⇠(ms))����������������! ⇠, p

⇠,unicast(dest,ms).p I q unicast(⇠(dest),⇠(ms))��������������! ⇠, p

⇠,unicast(dest,ms).p I q ¬unicast(⇠(dest))�����������! ⇠, q

⇠, send(ms).p send(⇠(ms))�������! ⇠, p

⇠,deliver(data).p deliver(⇠(data))����������! ⇠, p

⇠, receive(msg).p receive(m)�������! ⇠[msg := m], p (8m 2 MSG)

⇠, [[var := exp]]p ⌧�! ⇠[var := ⇠(exp)], p
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A	Language	for	Sequential	Processes
structural	operational	semantics	(1)

⇠,broadcast(ms).p broadcast(⇠(ms))�����������! ⇠, p

⇠,groupcast(dests,ms).p groupcast(⇠(dests),⇠(ms))����������������! ⇠, p

⇠,unicast(dest,ms).p I q unicast(⇠(dest),⇠(ms))��������������! ⇠, p

⇠,unicast(dest,ms).p I q ¬unicast(⇠(dest))�����������! ⇠, q

⇠, send(ms).p send(⇠(ms))�������! ⇠, p

⇠,deliver(data).p deliver(⇠(data))����������! ⇠, p

⇠, receive(msg).p receive(m)�������! ⇠[msg := m], p (8m 2 MSG)

⇠, [[var := exp]]p ⌧�! ⇠[var := ⇠(exp)], p

just	names
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A	Language	for	Sequential	Processes
structural	operational	semantics	(2)
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A	Language	for	Sequential	Processes
structural	operational	semantics	(2)

⇠, p a�! ⇣, p0

⇠, p+ q a�! ⇣, p0
⇠, q a�! ⇣, q0

⇠, p+ q a�! ⇣, q0
⇠

'! ⇣

⇠, [']p ⌧�! ⇣, p
(8a 2 Act)
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A	Language	for	Sequential	Processes
structural	operational	semantics	(2)
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A	Language	for	Sequential	Processes
structural	operational	semantics	(2)

⇠, p a�! ⇣, p0

⇠, p+ q a�! ⇣, p0
⇠, q a�! ⇣, q0

⇠, p+ q a�! ⇣, q0
⇠

'! ⇣

⇠, [']p ⌧�! ⇣, p
(8a 2 Act)

;[vari := ⇠(expi)]
n
i=1, p

a�! ⇣, p0

⇠, X(exp1, . . . , expn)
a�! ⇣, p0

(X(var1, . . . , varn)
def
= p) (8a 2 Act)
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Example	Flooding

Process 1 Flooding

FLOOD(ip , m , b , store)
def
=

0. (receive(ms) .

1. /* check message format and distill contents */

2. [ ms = msg(ip0, m0) ]

3. (

4. [ store(ip0) = m0 ] /* message handled before */

4. FLOOD(ip,m,b,store)

5. + [ store(ip0) 6= m0 ] /* new message */

6. [[store(ip0) = m0]]
7. broadcast(ms) .

7. FLOOD(ip,m,b,store)

8. ))

9. + [ b = false ] /* message not yet send */

10. broadcast(msg(ip, m)) . FLOOD(ip,m,true,store)
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• syntax	

• structural	operational	semantics	(sos)

14

A	Language	for	Parallel	Processes
syntax	&	sos-rules

PP ::= ⇠,SP | PP hh PP ,

P a�! P 0

P hhQ a�! P 0 hhQ
(8a 6= receive(m))

Q a�! Q0

P hhQ a�! P hhQ0
(8a 6= send(m))

P receive(m)�������! P 0 Q send(m)�����! Q0

P hhQ ⌧�! P 0 hhQ0
(8m 2 MSG)
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Example	Flooding,	including	Queue
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• syntax	

• structural	operational	semantics	(sos)

16

A	Language	for	Networks
syntax	&	sos-rules

N ::= [M ] M ::= ip : PP : R | MkM
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• syntax	

• structural	operational	semantics	(sos)

16

A	Language	for	Networks
syntax	&	sos-rules

N ::= [M ] M ::= ip : PP : R | MkM

unique	identifier	
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• syntax	

• structural	operational	semantics	(sos)
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A	Language	for	Networks
syntax	&	sos-rules

N ::= [M ] M ::= ip : PP : R | MkM

unique	identifier	

parallel	process	expression
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A	Language	for	Networks
syntax	&	sos-rules
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• syntax	

• structural	operational	semantics	(sos)

16

A	Language	for	Networks
syntax	&	sos-rules

N ::= [M ] M ::= ip : PP : R | MkM

unique	identifier	 nodes	within	transmission	range

parallel	process	expression

P broadcast(m)���������! P 0

ip :P :R R : *cast(m)��������! ip :P 0 :R

P groupcast(D,m)�����������! P 0

ip :P :R R\D : *cast(m)����������! ip :P 0 :R

P unicast(dip,m)���������! P 0 dip 2 R

ip :P :R {dip} : *cast(m)����������! ip :P 0 :R

P ¬unicast(dip)���������! P 0 dip 62 R

ip :P :R ⌧�! ip :P 0 :R
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• structural	operational	semantics	(cont’d)

17

A	Language	for	Networks
syntax	&	sos-rules

P deliver(d)������! P 0

ip :P :R ip :deliver(d)��������! ip :P 0 :R

P receive(m)�������! P 0

ip :P :R {ip}¬; : arrive(m)�����������! ip :P 0 :R

P ⌧�! P 0

ip :P :R ⌧�! ip :P 0 :R
ip :P :R ;¬{ip} : arrive(m)�����������! ip :P :R

ip : P : R connect(ip,ip0)����������! ip : P : R [ {ip0} ip : P : R disconnect(ip,ip0)������������! ip : P : R� {ip0}

ip : P : R connect(ip0,ip)����������! ip : P : R [ {ip0} ip : P : R disconnect(ip0,ip)������������! ip : P : R� {ip0}

ip 62 {ip0, ip00}

ip : P : R connect(ip0,ip00)����������! ip : P : R

ip 62 {ip0, ip00}

ip : P : R disconnect(ip0,ip00)������������! ip : P : R
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• structural	operational	semantics	(cont’d)

17

A	Language	for	Networks
syntax	&	sos-rules
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ip :P :R ;¬{ip} : arrive(m)�����������! ip :P :R

ip : P : R connect(ip,ip0)����������! ip : P : R [ {ip0} ip : P : R disconnect(ip,ip0)������������! ip : P : R� {ip0}

ip : P : R connect(ip0,ip)����������! ip : P : R [ {ip0} ip : P : R disconnect(ip0,ip)������������! ip : P : R� {ip0}
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ip : P : R connect(ip0,ip00)����������! ip : P : R
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ip : P : R disconnect(ip0,ip00)������������! ip : P : R
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• structural	operational	semantics	(cont’d)

17

A	Language	for	Networks
syntax	&	sos-rules
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P receive(m)�������! P 0
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P ⌧�! P 0

ip :P :R ⌧�! ip :P 0 :R
ip :P :R ;¬{ip} : arrive(m)�����������! ip :P :R

ip : P : R connect(ip,ip0)����������! ip : P : R [ {ip0} ip : P : R disconnect(ip,ip0)������������! ip : P : R� {ip0}

ip : P : R connect(ip0,ip)����������! ip : P : R [ {ip0} ip : P : R disconnect(ip0,ip)������������! ip : P : R� {ip0}

ip 62 {ip0, ip00}

ip : P : R connect(ip0,ip00)����������! ip : P : R
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ip : P : R disconnect(ip0,ip00)������������! ip : P : R
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• structural	operational	semantics	(cont’d)

17

A	Language	for	Networks
syntax	&	sos-rules

P deliver(d)������! P 0

ip :P :R ip :deliver(d)��������! ip :P 0 :R

P receive(m)�������! P 0

ip :P :R {ip}¬; : arrive(m)�����������! ip :P 0 :R

P ⌧�! P 0

ip :P :R ⌧�! ip :P 0 :R
ip :P :R ;¬{ip} : arrive(m)�����������! ip :P :R

ip : P : R connect(ip,ip0)����������! ip : P : R [ {ip0} ip : P : R disconnect(ip,ip0)������������! ip : P : R� {ip0}

ip : P : R connect(ip0,ip)����������! ip : P : R [ {ip0} ip : P : R disconnect(ip0,ip)������������! ip : P : R� {ip0}

ip 62 {ip0, ip00}

ip : P : R connect(ip0,ip00)����������! ip : P : R

ip 62 {ip0, ip00}

ip : P : R disconnect(ip0,ip00)������������! ip : P : R
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A	Language	for	Networks
15 Modelling, Verifying and Analysing AODV

M R :*cast(m)������! M0 N H¬K :arrive(m)���������! N0

MkN R :*cast(m)������! M0kN0

✓
H ✓ R

K \R = /0

◆ M H¬K :arrive(m)���������! M0 N R :*cast(m)������! N0

MkN R :*cast(m)������! M0kN0

✓
H ✓ R

K \R = /0

◆

M H¬K :arrive(m)���������! M0 N H 0¬K0 :arrive(m)���������! N0

MkN (H[H 0)¬(K[K0) :arrive(m)���������������! M0kN0

M ip :deliver(d)�������! M0

MkN ip :deliver(d)�������! M0kN

N ip :deliver(d)�������! N0

MkN ip :deliver(d)�������! MkN0

M t�! M0

MkN t�! M0kN
N t�! N0

MkN t�! MkN0

M connect(ip,ip0)��������! M0 N connect(ip,ip0)��������! N0

MkN connect(ip,ip0)��������! M0kN0

M disconnect(ip,ip0)���������! M0 N disconnect(ip,ip0)���������! N0

MkN disconnect(ip,ip0)���������! M0kN0

M connect(ip,ip0)��������! M0

[M] connect(ip,ip0)��������! [M0]

M disconnect(ip,ip0)���������! M0

[M] disconnect(ip,ip0)���������! [M0]

M R :*cast(m)������! M0

[M] t�! [M0]

M t�! M0

[M] t�! [M0]

M ip :deliver(d)�������! M0

[M] ip :deliver(d)�������! [M0]

M {ip}¬K :arrive(newpkt(d,dip))�����������������! M0

[M] ip :newpkt(d,dip)���������! [M0]

Table 4: Structural operational semantics for network expressions

sets of IP addresses. The action R :*cast(m) casts a message m that can be received by the set R of net-
work nodes. We do not distinguish whether this message has been broadcast, groupcast or unicast—the
differences show up merely in the value of R. Recall that D 2 P(IP) denotes a set of intended destina-
tions, and dip 2 IP a single destination. A failed unicast attempt on the part of its process is modelled
as an internal action t on the part of a node expression. The action send(m) of a process does not give
rise to any action of the corresponding node—this action of a sequential process cannot occur without
communicating with a receive action of another sequential process running on the same node.

The action H¬K :arrive(m) states that the message m simultaneously arrives at all addresses ip2H,
and fails to arrive at all addresses ip2K. The rules of Table 4 let a R :*cast(m)-action of one node syn-
chronise with an arrive(m) of all other nodes, where this arrive(m) amalgamates the arrival of message
m at the nodes in the transmission range R of the *cast(m), and the non-arrival at the other nodes. The
rules for arrive(m) in Table 3 state that arrival of a message at a node happens if and only if the node
receives it, whereas non-arrival can happen at any time. This embodies our assumption that, at any time,
any message that is transmitted to a node within range of the sender is actually received by that node.
(The eighth rule in Table 3, having no premises, may appear to say that any node ip has the option to
disregard any message at any time. However, the encapsulation operator (below) prunes away all such
disregard-transitions that do not synchronise with a cast action for which ip is out of range.)

Internal actions t and the action ip :deliver(d) are simply inherited by node expressions from the
processes that run on these nodes, and are interleaved in the parallel composition of nodes that makes up
a network. Finally, we allow actions connect(ip, ip0) and disconnect(ip, ip0) for ip, ip0 2 IP modelling a
change in network topology. Each node needs to synchronise with such an action. These actions can be
thought of as occurring nondeterministically, or as actions instigated by the environment of the modelled
network protocol. In this formalisation node ip0 is in the range of node ip, meaning that ip0 can receive
messages sent by ip, if and only if ip is in the range of ip0. To break this symmetry, one just skips the
last four rules of Table 3 and replaces the synchronisation rules for connect and disconnect in Table 4
by interleaving rules (like the ones for deliver and t).

syntax	&	sos-rules
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Example	Flooding,	2	Node	Topology
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• both	parallel	operations	are	associative	

• the	outer	one	is	commutative	

• the	process	algebra	is	blocked	(hence	requires	input-enabled	processes)	

• result	follow	from	meta	theory	by	de	Simone

AWN:	Some	results
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P
receive(m)�������6!

ip:P :R
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