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e Uppaal for Wireless Protocols
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Timed Automata



Light Control System o | @

e Timed Automata = Finite Automata + (Real-Time) Clocks

press
press .
Off — ) On | >{ Bright |

If press button pressed twice quickly, the light gets brighter

Add a real-valued clock
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Guarded Transitions ﬁm D

2]

X>3ANY <2 — oo

Boolean combination
Action of simple constraints

(synchronisatW* a

y = 0« Resets

W

@ Clocks valuation

State of a timed automaton = (locatiorf u, v}, u, v € R
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Light Control System — Version 2 @m D
N~

timeout; y = 12
press ;x > 3

press ;x :=0 ) press ;x < 3
y — 0 On

timeout; y = 12 ly < 12] [;«S 12]
press Invariants
———

e if press button pressed twice quickly, the light gets brighter
e Light should go off after 12 time units
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. v
Clock Constraints (o | @y
N~

Clock Constraints

pi=x~k|x—y~k|lpAep

where x € X and k € Z and ~¢ {<,<,=,>, >}.

Examples
X <2 X—y=0ANz—x>4

X<2ANy—x<4 X—y=0Nz—x=-2
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Timed Automaton @m | D
N~

Timed Automaton A = (L, ¢g, Act, X, Inv, —>)

e L is a finite set of locations and £y is the initial location
e X is a finite set of clocks
e Act is a finite set of actions

g,a,

e — is a set of edges of the form £ 2R g with:
— a € Act
— a guard g which is a clock constraint over X
— areset set R which is the set of clocks to be reset to 0

Inv associates with each location £ an invariant Inv(£)
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9

Semantics

Notations VeV — Réo
v £ g: g is satisfied by v

v+ (v+B)(X)=v(x)+t

v[r := 0]: v[r := 0](x) = v(x) if x € r and 0 otherwise

discrete step:
( g.a,r

J¢ 22" s ¢ c A
a / / ng

(¢, v) — (€', V') < <« v/ = v[r := 0]

L V' E Inv(¢)

Time Step:
& v) L (4, v+d) < deRsoAV+d E V()
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States o | D

States: (¢, v) € L x R¥
Initial state: (€, 0)

Set of Transitions = discrete + delay

Semantics of timed automaton A
Act R>o

T = (L x R¥,, (£0,0), Act U R>g, — U —)

infinite transition system
T — E—
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e
Runs | DATA | %

timeout; y = 12

Run = sequence of discrete
and time steps

press ;x > 3

—
press ;x,y :=0 press ;x <3 {Bright
timeout;y =12 [y < 12] [y <12]
press
(Off x=y=0) 2", (Off, x = y = 265 + 72) 2%, (On,x = y = 0)
press 27.87

32, On,x =y =3.2) —— (Off, x = y = 3.2) —— (Off,x = y = 31.07)
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Reachability in Timed Automata @m D
N~

z<3
b

Time steps Infinitely many states
infinitely many transitions

/]

[10, 1.99} [lo, 2.78999} ------ [lo, 2.9999999J
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Product of Timed Automata @m D
N 7

timeout; y = 12

press ;z := 0
press ;x > 3
press ;x,y =0 press ;x < 3 Io I
Z > 5,press
timeouty =12 [y < 12] [y <12] z<6

press?
timeout; y = 12

press;x >3ANz2>5 [y<12Az< 6]
press;x < 3AzZ2>5
>On,l1

timeout;
y =12

[y < 12]
> Bright, I

press;x :=0,y :=0,z:=0

press; x > 3

timeout <12 <
z:=0 by < NZ < 6]

y =12 Bright,

ya

w\
z > 5pressix =y :=0 [Z<6]
press; x < 3;z:=0

Z > 5;press
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Product (Formal Definition) @TA | D
7

~N
The synchronized product of Ay and As is the timed automaton
Ay x As = (L, ¢g, Act, X, Inv, —) defined by:

o L=L1yx Lyand £y = (Ea, E%),

e Act = Acty U Acty, Syntactic Product
o X = X1 U Xo, | — ——
o Inv((/, b)) = Invi(/) A Inva(bh),

e — is defined by:

Q1 /\92,3,31 URZ

— (h, b) > (15, 15) iff a € Acty N Actz and
92 i e {1,2)

— (h, k) 2255 (11, 1) iff a € Act;\Acts_; and J;

I{ forsomei € {1,2} and I} ; = h_;.
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Challenges in Model Checking TAs DATA | D

® state-space explosion
* as for discrete event systems
e state-space w.r.t. time
 abstract to region of time
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Uppaal
(model checker for timed automata)



. vd
Introduction [ @y
N~

® UPPAAL is a toolbox for modelling, simulation and verification of timed systems
e Uppsala Univ. + Aalborg Univ. = UPPAAL
e UPPAAL Model
e network of timed automata
* enriched with data structure
— integers, structures, arrays ...
* enriched with synchronisation
— handshake, broadcast
* enriched with urgency
e UPPAAL’s verification language
* subset of CTL (computation tree logic)
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UPPAAL: Some History T
N~

e Uppaal
e 1995: first version
e 2013: CAV award

“the foremost tool suite for the automated analysis and verification of real-time systems”

e consists of
* adescription language
e asimulator and a model checker
e agraphical interface and command line

e available for academics (free) and industry
http://www.uppaal.org
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http://www.uppaal.org

Network of Timed Automata @m D
N~

¢ demo: a switch

press?

location ) _
bright idle

Dress? >‘ -
y<b5 P '

press? Y
transition )
synchronisation )
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oy e e
Transitions o | €Dy

/ select statement

i:int[0, 5] guard
clk<=5

‘ a? — synchronisation
clk:=0

\update

U
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. . v
Location Invariants Dama | %
N~

® Boolean guards are used as transitions

name
Start )

X<=15 \. Boolean guard )

e only in state Start if valuation
e possibility of deadlocks
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Data Structure ﬁm D

e C-like syntax (and semantics)
* (bounded) integers, constants, arrays

structs

expressions

functions

local/global definitions

e Clocks
* tests on clocks are not allowed
* reset of clocks are allowed
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. . 7~
Synchronisation (o | @y
N~

® handshake synchronisation
* 1-1 communication

e broadcast synchronisation
* 1-n communication

e synchronisation via channels
e exchange of data via shared variables
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Handshake Synchronisation o | @y

¢ declaration
chan 3, b, c[3];

e synchronisation on !-? pairs
* both guards have to be satisfied

* if multiple pairs possible, choose
non-deterministically

Ja | ‘ 9 | ‘ Je
on! on? on?




[ ] [ /
Broadcast Synchronisation o |
N~

e declaration
broadcast chan a,b, c[3];

e synchronisation from ! to all ? channels
e guards only on transition labelled !

* if multiple ! enabled, choose
non-deterministically

@ @ @ (laa lb) lc)

| ‘ — Ja
on? on? on!||on?|lon?

W W () (o 12
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. vd
Simulator [ @y
N7

¢ validation tool
* enables examination of possible dynamic executions
e provides an inexpensive mean of fault detection prior to verification
e automatic and manual mode
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Model-Checker @m D
N~

* check invariants and reachability properties
e explores the state-space of a system
e provides simulation path in case the property is not satisfied
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7~
More Features | o | @y
N~

* |ocations can be urgent and committed
* urgent states do not have delay
* committed states have to be left asap
e committed states often used to create atomic sequences
e channels can be urgent
* no time-delay if transition can be taken
e channel prioritisation
e probabilistic transitions
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.o . . ”~
Verification Properties % | @D
N~

E<>p there exists a path where p eventually holds

All p for all paths p always holds

E[] p there exists a path where p always holds

A<>p for all paths will p eventually hold

p-->q whenever p holds g will eventually hold

(p and q are state formulas)
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AWN 2 Uppaal



AWN 2 Uppaal

sequential processes (1)

* most primitives straight forward, e.g.
. [90] SP ohi automaton for SP

O -O

e [var := exp] SP

automaton for SP

‘ var = exp >.

« SP+ SP

automaton for SP

automaton for SP
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AWN 2 Uppaal @m\ | %
sequential processes (2) N\~

¢ synchronisation (message is passed on via global variable)

 send(ms) / receive(msg):
SP SP

. send! >‘ . send? >‘
mue channel name for pairs of nodes

* unicast(dest, ms).SP » SP / receive(msg):

Mannel per sender
SP SP
uc! uc?
connect(ip,ip’) ‘ ‘ connect(ip,ip’) ‘
SP

Iconnect(ip,ip") >‘

medicate encoding topology




pd
AWN 2 Uppaal DATA | %

sequential processes (2) N\~

¢ synchronisation (message is passed on via global variable)
*broadcast(ms) / receive(msg): |

Q
. bc! .SP . bc? .SP %\,
connect(ip,ip") e?'
kne channel per sender &Q,
D
R
«groupcast(dests, ms) / receive(msg): O
N
&
O— im0 O @ &
D = dests connect(ip,ip’) && 6
iselem(ip',D) Q
N
global variable Y
oé
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AWN 2 Uppaal @m\ | %
sequential processes (3) N~

® process calls
» complicated if modelled as synchronisations

— multiple copies
— value passing
* inline and self-reference is easier
— only works for guarded processes

e optimisations
e using committed states or “rewriting” makes state space smaller
[varl := expl][var2 := exp2] SP

SP

‘ varl = expl,; var2 = exp2 ’
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pd
AWN 2 Uppaal | DATA | %
parallel processes and networks & misc N~

* Uppaal offers only one parallel operator
 different parallel operators can be encoded via channels
e injection of new packets require an additional automaton

e data structure (functions etc.) needs to be given in Uppaal-syntax

timed AWN is under consideration (no problems expected)
e only intuitive correctness of transformation
» formal semantics of Uppaal not available
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Example: Flooding (o | Do
N~

Process 1 Flooding

FLOOD(ip,m, b, store) def
0. (receive(ms) .
/* check message format and distill contents */
[ ms = msg(ip/,m’) ]

1
2
3
4 [ store(ip’) = m’ ] /* message handled before */
4. FLOOD(ip,m,b,store)

5. + [ store(ip’) #m' | /* new message */

6 [store(ip’) = m']

7 broadcast(ms) .

7 FLOOD(ip,m,b,store)

8. )

9. + [ b= false ] /* message not yet send */

0.  broadcast(msg(ip,m)) . FLOOD(ip,m,true,store)

-

b == false )
bc[ip]! i[ip]?
msg_global=msg(ip,m), ms = msg_global
b=true . .
- W
store[ms.ip] == ms.m
\_ J
store[ms.ip] '= ms.m
bclip]!

store[ms.ip] = ms.m,
msg_global = ms
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Example: timed AODV (no queue) 0T | @y

ks =time._sending-time_sprexd
.0
-0
ol GTBHTsgEnding time_spread
& meglocaldpi=1p
& meglocal o in
erdf? oP'-lP

msggiobal-createerrip),
emi Jobal0,

emptyer X
errsnglobalimsglocaldi
ertipglobalimslocaldip]
deletemsgn,

idlelp

(msglocaldipldsn,

ks =time_sending-time_spread
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& msgloc i~

88 msglocal olp==ip
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e
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rreqslmsglocal opl[msglocal.rreqid]
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rreqs[msglocal.oip][msglocal.rreqid]= 1, 7
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deleemsap,
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e ey okl et deletems, il Ztme-sending-ime.spread
local.rregid,msglocal. sngi @

dipl.cen, msglocal.dsk,
msglocal oip,msglocal.osn, ), clk<=tme_sendifg-rtime_spread
deleasaline_sending+time_spread  cli time._sending-time_spread
Yy

O

msglocal.dipl!= updte(nimsalocal di] msslocal dsn, 1,1 msglocal hops + L msglocalip)
8 maglocaloipl-ip
easimsglocal oip{msglocalreqia] 8 imsglocaloipl. 1

Tag
&8 msglocaldip==ip 8 lisconnectediip,rtmsglocal olp.ihop)

& lisconnected(p.oipnhop() erlipl

Fert imsglocaldip}-updste(rtimsglocaldip, msslocaldsn, 1, 1, msslocal hops-+1, msslocalsip),
rimsgiocalolpl-updatemslocal ol msgocalosn . 1. msglocalhops 1, msglcal ) createerrp(rimsslocaloip] nhop).

reasimiolocaopmsglocl rea createerrsninimsglocaloip] nhop),

il domin ol dsn. Imalidaterterriplocalerrs

createerrip(rimsglocal.oipl.nhop) msgglo

createerrsn(nimsglocal.oipl.nhop, ermpglobal=e

invaldaterterriplocalersnlocal), ersnal

msgglobal=createerr(io) deletemsan)

errpglobal-erripl lelpl 9

errsnglobal-erranioca, clk<=time_sending +time_spread

Ik =time_sending-time_spread

b A T

rreqslmsglocal oiplimsglocal.rreqid]
& msglocaldipl=Ip & rimsglocal.dip flag
‘&8 msglocal dsn<=rtimsglocal.dipl.dsn
&8 rimsglocal.dipldsk==1
fneciedn.oipnhon0)

rimsglocal. ), msglocal.osn, 1,1, msglocal hops +1, mglocal.sp),
measlmiglocioplimiglocalreqd)-1.

aeaeeripnimsgiocalonl. oo

et intmsaiocal o hop,

Inaldaten(erplocalerrsniocah,

"

msgglobal=creatcerrip),
errpglobal=erripl

errsnalobal=crrsnlocal,

deleraial, k> =time_sending-time_spread

Cl<-time sending ime _spread
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